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BlackBasta
## MALICIOUS JOEXERZ
5d2204f3a20e163120f52a2e3595db19890050b2faag6c6chasbog4boas2boaa
Drive Incident (BlackHunt01.exe)
## maLICIoUs JOoeZER3
977083fc012982258eac0al 3e56cd697d916941f5a365e9d02d544fc3e15000
= pra3 =
FETITOCRZEFHRTETET,
FLWTOLREBRY S
2
E#AA 0/255
IOt ZmEE

FEIT7 7 JLOSHA256/\ v < 2 1B *
FFTILONy Y 2 EERETE3HEREEVORIELOSICL>TREED T4, —BNGAEE LTHE,
A AMicrosoft k¥ 2 X FEBBIEEL,

A2 27> hOFERIC(E. —EICRRSND"&HI"E"RITT 71 ILDOSHA256/ \v = 1 fE’
DA ETT,

"RITI 7 A IVDSHA256)\Y > 1 {E"[CDWT
BELCAZITREUVTERSNLEIENSDZTOCADBE. 127> 8NS5
[1>257> hERD] o 2iRIER" MWD "ERITI 7 4JLODSHA256”D‘bﬁE; " CEE9,

122572 hEUVTERSNIZZ EDRWTOTRD/\Y 2 1 {EZEUS T DiGa E—iRHIE
FEEUVTTFRRFIAS FZSRBRUTLES,

mGet-FileHash  (Microsoft RF1 A > ~) X4 EfH 1 ~

https://learn.microsoft.com/ja-
jp/powershell/module/microsoft.powershell.utility/get-filehash?view=powershell-7.3
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BEHESNIZA > 25> MIBRDSH D TOTATHINEDSHDRANRAICDNT—HIZ T E
L/ig_o

Drive Incident (BlackBasta.exe)

LT

EEREOWE
EEERIT AL i
EEESHI A ERHTS

BER

JOER/\y 150z

122572 MEEORMIBEHRN S, BRIMSNEEOLWITOTRD/\Y S 1 EZHERIT D
ENTEFT,
("43 I 7 A IVDSHA256" W' %= DIEETY)

DI\ afEE. UTFDOXIBERDT2FIAIINAL DY TRERRERY A KT
BERIDIET, RASNETOCANS B AT I A ESHDHRFICER IS ENT
gia_o

«BEZYA b»
VirusTotal X481 b
https://www.virustotal.com/gui/home/search

JOERON\YSafEER
 JOtRE—ECHAT O ERETNZETENETY,
TOEROF-INSEREN. TOCNBRSHBEERBBENERENET.,
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(] ®HMEhiz1 > 257> hDOBRARS

JOtX/)\v S ah SO

IR > bEUT, REREUTDBEREZS Y AT IO ESHOHRICTERIT S L
nNTEFXT,

c POFIOAIALIS DR

LR— bDFERRIC, RFv U IERASNZETFIANIILAII DD TEDKSICHES=N
TN DRt RRENE T

BREHBNLZNEE. SOHADTIT7ELTORVINBENEEZISNET,

- REENES Y LD T 7 DA
RESNIES Y AD T 7 ORIV L TES,

EULZDZITNBIHDS > YLD I T THBIBE. T7AILPURLDS S BLADI T THD
BJEEMEN RV T Y,

cEFa1VUFa ROSF—DIRHIER
BUEIUT 4 RIH—(CEDKS ICHESNENERRT B ENTEET,
@ zzicxs )

A2 25> MRADRICESN(CTOTRD/\v > 1 OWRZEIT> TLET,
BRUIBIR CH O IEHA.

B
BRHTIYU—

(CEHNTLET, "ransomware” (TP ADI)?) . "trojan” (FOADARE) ELvo
Iz 8@ oo EmEe. tottF1UFT0 ROG-—TEBREHRSNIZBDE U T BREN
BUVEHTTEET,

XINTDS YLD ITRBREG. BEATIY —HRRSNDDITTIFRNZSH
[FRRSHLTULVRN=RIENIRN] EVVDDITTIESBDFEA.
FEERTIZT 7 A )LD, ImRDREENDHERIR EHRER (CHERL T TZE 0,
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L2257 NEE

5. [8%F] #aEhkr>3>57>

"HEBER T T 7 A ILDO—E" DR

JOEXRD)\v a1 ENSEHITEEMN o emE. BEULKES Y AD T 7 TERRLEIEE
MABWEETE. JOVRICK D TUHEESNET 7 IILO—BEZHERL TS0,

BRI =NT=DriveD1—H (X LT, BRULZT 7 ) UREN ESHERER UIREN 11—
(CELDTERESNTZEDTH DN aiR L TTIEEL,

ZTOM. BERSYADIVOBETOEX(E

ITICA 2=y b ETRIHRB R SNERDNITONTSNTVNDHEENR DD ET.
JOtR&EA 2 —FRY hETRRUBRIBIRE UTRAMSEN TSI EDT(FIRUA
HRLUTIZES 0,

«SZYA >

- SHEEEEE Y1
SO ADIT MRS Y A b
https://www.jpcert.or.jp/magazine/security/nomore-ransom.html

[EHRALIEHEEREAE (IPA)
S AT T RGN —
https://www.ipa.go.jp/security/anshin/ransom_tokusetsu.html

- REItEEEY 1 b
ST T 7NER2023
https://cybersecurity-jp.com/ransomware/column/93/
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ForO-KInL7 7 ILEby: 70X fEREINET 7L by: 7OEZR EEINLT 7L by: FOEX
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